
PRIA is the leading resource for the property records industry 

 

The PRIA Intellectual Property Rights Policy and the PRIA Antitrust Policy govern this meeting.  These policies are in the PRIA 

Operating Rules posted at www.pria.us. By participating, you are agreeing to abide by these Policies. 

 

 

Agenda 

 

Board of Directors Meeting 

Property Records Industry Association 

11 a.m., ET, Wednesday, July 21, 2021  

Via Conference Call  

 

I. Call To Order:  Jerry Lewallen, president. 

II. Consent Agenda (requires vote to approve or to move items to the working agenda).   

III. July Consent Agenda.   

A. June 16, 2021, minutes. 

B. Management Report – June 30, 2021. 

C. June 30, 2021, end-of-month financial reports. 

D. Committee Reports – June-July. 

IV. Old Business. 

A. Membership update:  Stevie Kernick. 

i. New members. 

ii. Member renewals. 

B. Ransomware and SLA approval to publish:  Brandon Krause. 

C. Uniform Law Commission study groups on both redaction/record shielding and 

discriminatory covenants. 

D. Strategic Planning – in-person:  Lewallen. 

E. Management hours:  Kernick. 

V. New Business. 

A. 2021-22 Budget Proposal:  Lewallen. 

B. 2021 Annual Conference update:  Kernick. 

i. Registration. 

ii. Hotel accommodations. 

iii. Schedule. 

C. Nominating Committee report:  Kernick. 

D. Other. 

VI. Board deliverables:  Kernick.  

file://///imisbs/sys/Association%20Files/PRIA/Agenda/2009/www.pria.us


PRIA is the leading resource for the property records industry 

 

VII. Next meeting:  3 p.m., CT, Monday, August 30, 2021, in person. 

VIII. Adjournment. 



Minutes 1 

Proofed by Gerald Smith:  July 7, 2021   2 

Board of Directors Meeting 3 

Property Records Industry Association 4 

11 a.m., ET, Wednesday, June 16, 2021 5 

Via Conference Call 6 

 7 

Present for the call: 8 

Jerry Lewallen President Yes 

Annette  Hill Vice President Yes 

Gerald Smith Secretary Yes 

Brian Ernissee Treasurer No    
 

Brandon Krause Director - Government Yes 

Kyle Quackenbush At-large Director - Government Yes 

Sharon Martin Director - Government Yes 

Chris Walker Director - Government Yes 

    

Elizabeth Blosser Director - Business Yes 

Dan Shmukler Director - Business No 

Jana Miyasaki Director - Business Yes 

Penny Reed Director - Business Yes 

    

Larry Burtness Immediate Past President Yes 

    

Mark Ladd Advisory Council Yes 

Charlie Epperson Advisory Council Yes 

Carol  Foglesong Advisory Council Yes 

Steve McDonald Advisory Council Yes 

Marc Aronson Advisory Council No 

Kelly Romeo  Advisory Council Yes 

Diane Swoboda Peterson Advisory Council No 

    

Brent Blankenship Education No 

Dan Crank Education No 

Liz  Kelly Membership Yes 

John Murphy Membership No 

David Rooney Standards/Practices Yes 

Nakia  McFarland Standards/Practices No 

Ryan Crowley Governance No 

Teresa Kiel Governance Yes 

Christi Adams Communications No 

Michael Miller Communications No 

    

Carolyn  Ableman PRIA Local Coordinator Yes 

Stevie Kernick Chief Staff Officer Yes 



 9 

Call to Order 10 

President Jerry Lewallen called the June 16, 2021, meeting of the PRIA Board of Directors to order at 11:04  11 

a.m., ET, and declared a quorum present.   12 

 13 

Consent Agenda 14 

 15 

On a motion by Sharon Martin and a second by Brandon Krause, the board accepted the June 16, 16 

2021, consent agenda as distributed. 17 

 18 

Old Business 19 

Membership 20 

Stevie Kernick, chief staff officer, said membership totals gained some ground in May with the total number 21 

of members now 31 fewer than the same period in 2020; in April the total number of members was 35 22 

lower than the same period in the previous year.  Member retention rose to 87 percent.    23 

 24 

ULC’s Mortgage Modification Study Committee 25 

Penny Reed received the final report, which will be sent to ULC recommending the formation of a study 26 

committee with two separate tracks, one of which is for commercial mortgages and the second residential.  27 

Reed said she should know by the next board meeting if a drafting committee on Mortgage Modification 28 

will be formed by the ULC.  29 

 30 

Automated Redaction Technology 31 

Carol Foglesong said the final Automated Redaction Technology paper was included in the board binder.  It 32 

is a stand-alone document produced as a supplement to the Redaction Best Practices paper by the 33 

Redaction Work Group.  The work group is seeking final approval to publish. 34 

 35 

The paper will go to the Style Committee prior to being published to the website Resource Library. 36 

 37 

On a motion by Annette Hill and a second by Reed, the board approved the Automated Redaction 38 

Technology paper for publication following review by the Style Committee. 39 

   40 

New Business  41 

Chief Staff Officer 42 

Lewallen told the board the officers had met earlier this month with Kernick and the owner of IMI, Linda 43 

Owens to discuss a transition process for the Chief Staff Officer’s (CSO) position.  The plan includes a three-44 

month transition timeframe, with full transition by December 31, 2021.   45 

 46 

Kernick said the CSO position will be posted both internally at IMI and externally to search for the best 47 

candidate.  Once the new person has been identified, he/she will work along with the PRIA staff team to 48 

fully integrate into the PRIA culture.   49 

 50 

Mallory Smith will have an expanded role, adding the Education Committee to her portfolio.  This is natural 51 

expansion since the Education Committee has a key role in developing the conference program. 52 



 53 

Kernick will not step away completely but will continue to meet with the work project teams for the 54 

foreseeable future and will be available to consult with the staff team, as needed. 55 

  56 

Strategic Planning  57 

Lewallen said an in-person strategic planning meeting could prove significant with a new CSO coming on 58 

board in the 4th quarter.  This meeting would provide an opportunity to meet the new staff person.  He said 59 

traditionally there has been a two-day meeting in the spring but because of COVID concerns in 2020 and 60 

2021 these planning meetings were held via video conference.  61 

 62 

Steve McDonald said through the years there has been some great work, along with interesting projects 63 

generated through these in-person planning meetings. 64 

 65 

Staff will look at dates and potential locations for this meeting in late October or early November, keeping 66 

in mind other industry meetings taking place during that period.  Mark Ladd said October is particularly 67 

busy this year with ALTA and MBA conventions taking place back-to-back. 68 

 69 

Indexing Practices 70 

Foglesong said the first indexing paper was published in 2002, right after PRIA was incorporated, and then 71 

updated in 2015.  Technology has advanced exponentially since 2015.  There are also crossover issues with 72 

redaction and privacy concerns. 73 

 74 

A large group will be needed to address all of the issues and the work group will need both government and 75 

business support. 76 

 77 

On a motion by Krause and a second by Gerald Smith, the board approved the project request for 78 

a work group on indexing. 79 

 80 

Support for Redaction and Restrictive Covenants to ULC 81 

Lewallen said the board had previously approved submitting letters of support to the ULC to form study 82 

groups on both redaction and restrictive covenants.  Copies of the final letters were included in the board 83 

binder. 84 

 85 

2021 Annual Conference 86 

Kernick reported that there are 51 people currently registered for the conference, which is an increase of 87 

38 people over the past week.  Six of the 51 registered are for the virtual track.   88 

 89 

The Pfister Hotel has been flexible with the original contracted room block of 650 room nights.  As long as 90 

PRIA fills 50 percent of the block (325 room nights), there will be no attrition penalties.  As of June 9, the 91 

room pickup was 348 room nights. 92 

 93 

Sponsorships are lagging compared to previous conferences.  The average sponsorship revenue over the 94 

past six in-person meetings was $48,000 while current revenue for the 2021 Annual Conference stands at 95 

$30,600. 96 



Nominating 97 

Kernick reported the Nominating Committee has met twice to develop the slate of directors for 2021-22.  98 

There are seven positions open three of which are government, three are business and one is at-large.  The 99 

committee has talked with current board members with terms expiring this year and who are eligible for 100 

re-election.   101 

 102 

A call for nominations was sent to all regular members of the association allowing individuals to self-103 

nominate or nominate a colleague.  The deadline to submit a Candidate Nomination Form is June 25, 2021. 104 

 105 

Other 106 

Reed announced she has been grooming someone to work alongside here on PRIA activities so there will be 107 

someone at Wells Fargo ready to take an active role in PRIA as she steps away.  Kate Steineman is vice 108 

president, business liaison manager, and will attend an upcoming PRIA board meeting as a guest. 109 

 110 

Board Deliverables 111 

Kernick said she failed to include the board deliverables in the binder.  The bulk of the outstanding 112 

deliverables are related to papers that have been posted for 30-day comment.   113 

 114 

Next Meeting 115 

The next meeting of the Board of Directors is scheduled for Wednesday, July 21, 2021, at 11 a.m., ET. 116 

 117 

Adjournment 118 

The meeting adjourned at 11:45 a.m., ET. 119 

 120 

Jerry Lewallen, President    Stevie Kernick, Recording Secretary  121 



 
 

  Committee/Work Group Reports 

July 21 2021 

 

1. Membership Marketing Committee 

John Murphy, Dubuque Co., IA, and Liz Kelly, Ernst Publishing, co-chairs 

 

Members as of: 6/30/2021 2020-21 2019-20 
Retention 
Rate 

Total  762 787 87% 

Government  670 689  
Business  86 92  
State Association (G)  6 6  
National Association 

(G)  0 0  

     

New Members, to date  77 96  
Non-renewed, to date  116 69  

 

 Focus for 2020-21 is on membership recruitment. 

 PRIA PAL Program continues. 

 Continue following up with new members asking them what prompted them to join PRIA at this 

time. 

 Developing a “drip” campaign targeting new members to increase second year renewals.  Expected 

to kick-off in September 2021. 

 Database updates to identify all records as either government or business.  Completed and now 

have viable list of non-members segmented by government and business. 

 Collecting lists of recorders from each state since elections in November 2020. 

 Targeted outreach to recruit members in a designated state (Brandon Krause, Michigan; Lindsay 

Lauferswiler, Iowa). 

 Considering strategies to reach 1,000 members by 2024-25. 

 Ongoing:  outreach to newly enabled eRecording counties, non-members attending webinars, non-

members attending conferences. 

 Initiated “neighbors” campaign targeting registers in Wisconsin and recorders in surrounding states.  

Focusing on Annual Conference opportunities (three new members, to date). 

 February “neighbors” campaign targeting recorders in states surrounding Arizona. 

 

 

 



 
 

2. Standards & Best Practices Committee 

David Rooney, Orange Co., FL, and Nakia McFarland, Kofile, co-chairs 

 

 Interstate Notarization Project 

Staci Hoffman, Jefferson Co., WI, and Renee Alberty Hunter, Notarize Inc. 

o Taskforce working on FAQs is now divided into separate projects to address two different 

topics:  one is the updating of the 2017 FAQs and the second to address the interstate 

recognition of notarial acts piece. 

o The FAQ taskforce met on June 24 continued working on this part of the project.  Added one 

new member to this taskforce. 

o The interstate recognition taskforce has met since June 7 and 21.  This is a brief paper and is 

getting close to completion. 

 

 GIS Project  

David Rooney, Orange Co., FL, and Brent Jones, Esri 

o Met on July 6 and 20. 

o Worked on survey for jurisdictions to participate in GIS and land records integration case 

studies.   

o Working on Knowledge Check questions for GIS LMS module. 

o Planning a new webinar to combine the three-part GIS webinar series from a year ago that 

will then become part of the LMS module. 

 

 Document Rejections/Quality Assurance 

Phil Dunshee, ICRA, IA; Brian Ernissee, Nationwide Title Clearing; Chris Stephan, eRecording 

Partners Network 

o Follow-up actions on this project are pending. 

 

 Ransomware 

Brandon Krause, Bay Co., MI, Jim Harper, Kofile Technologies 

o Two papers (ransomware and SLA) posted for 30-day comment; deadline June 21, 2021. 

o Comments reviewed and papers resubmitted for publication approval on July 21. 

 

 Redaction 

David Rooney, Orange Co., FL, Nakia McFarland, Kofile 

o Full Redaction Work Group met on June 3 to review the stated best practices and come to 

agreement on the scope of those best practices. 

o The Automated Redaction Technology paper was approved for publication on June 16 and 

has been through style. 

o Work continues on the best practices paper. 

 



 
 

 

 Papering-out Project - Completed 

 

 eRecording Best Practices for Submitters 

Rachel Sanchez, Ottawa Co., MI, and Christie Adams, eRecording Partners Network 

o Met on June 30 and July 14. 

o Comments on the eRecording Best Practices for Recorders being reviewed by work group. 

o Work group continues to work on best practices for submitters.   

 

 Restrictive Covenants 

Dan Crank, Butler Co., OH and Mark Ladd, ICE Mortgage Technology 

o Work group met on June 25 and July 9 to continue outlining the deliverables for this project 

including definitions and talking points.   

 

 Natural Disasters and Pandemics 

Rick Setser, DeKalb Co., GA and Brian Ernissee, Nationwide Title Clearing 

o First meeting scheduled for July 22. 

 

3. Education Committee 

Dan Crank, Butler Co., OH, and Brent Blankenship, Granicus 

o Did not meet in July. 

o Worked on establishing a schedule of Zooming-In sessions. 

 

 Webinars 

o July 29 webinar – MERS 101. 

 

 2021 Annual Conference 

o Planning meeting June 15 and 29, and July 13. 

o Schedule being fine-tuned. 

 

 PRIA Local 

Susan Kramer, Olmsted Co., MN, and Elizabeth Blosser, ALTA, Business  

PRIA Local Coordinator:  Carolyn Ableman 

 
o Communication: 

1. Monthly PRIA Local Newsletters distributed on schedule since last Board report  
7/9/21:   12,186 sent, 696 opened, 12% click-through rate  

2. Daily LinkedIn posts:  449 group members and 100 articles posted since last report 
3. Additional Coordinator communication: contacts made post MO PL Chapter 

meeting,  updating docs on PRIA website  
o Communications, Membership, Education Committee meeting participation 



 
 

o Updating webpage with Chapter documents 
o Communication with PL startups and existing Chapters (HofIowa)  
o New Bus Co-chair for new Heart of Iowa Chapter 
o Launched PRIA Local Challenge 7/9/21 – (1) new Business member to date 

o PRIA Local Chapter Meetings held between  6/10/21 and 7/14/21:  Heart of Iowa Chapter 
o Upcoming Chapter Meetings – thru December 2021  

1. Metro Minnesota 
2. Central Florida  
3. UP Michigan  
4. Heart of Iowa 
5. Utah 
6. Pure Michigan  
7. SE Minnesota 
8. East Central Missouri 

 

4. Governance Committee 

Teresa Kiel, Guadalupe Co., TX, Ryan Crowley, Pioneer Technology Group 

 

 Operating Rules 

o Met on June 24 and July 7. 

o Working through and discussing relevance of all sections of the OR. 

 

 Nominating Committee (COA) 

o Proposed slate of directors for 2021-23 delivered to the corporate secretary on July 13. 

 

 Award Committee 

o Met on July 7 to review nominations for the Founders Award. 

o Recipient selected with presentation to be made at the Annual Conference. 

 

5. Communications Committee 

Michael Miller, Charleston Co., SC, Christie Adams, eRecording Partners Network 

 Full committee met on June 22. 

 Working on strategies to increase the discussions on the Community Forum. 



 

  

 
JUNE 20, 2021, MONTHLY FINANCIAL REPORT 

Presented July 21, 2021 

BALANCE SHEET PREVIOUS YEAR COMPARISON REPORT - AS OF JUNE 30, 2021 

ASSETS 

Total assets as of June 30, 2021:  $804,449. 

Paragon Commercial Bank (working fund):  $204,373 

Reserve Fund (First Citizens):  $40,275 

Raymond James (Towne) (cash):  $100,891 

Raymond James (Towne) Investment Fund:  $70,999 

Raymond James (Towne) Freedom Acct.:  $332,464 

Raymond James (Towne) Freedom (cash):  $8,362 

210.00 – Website – The CPA recommended depreciating the design and development costs for the new website. 

LIABILITIES& EQUITY 

The association began the fiscal year (2020-21) with accumulated net assets of $547,924, post-CPA review.  Total net income, earned 

to date, for this fiscal year is $97,369. 

Total Member Liabilities & Equity as of June 2021   $804,449 

Total Member Liabilities & Equity as May 2020   $619,030 

PROFIT & LOSS PREVIOUS YEAR COMPARISON REPORT –  JUNE 30, 2021 

 

Through June 2021 
Actual Revenue   

Through June 2020 
Actual Revenue   

Total Revenue Percent 
Increase/Decrease 

$313,583.00 # $507,920.00   -38.26% 

         

Through June 2021 
Actual Expense   

Through June 2020 
Actual Expense   

Total Expense Percent 
Increase/Decrease 

$216,214.00 # $451,732.00   -52.14% 

         

Through June 2021 
Actual Net    

Through June 2020  
Actual Net    

Net Percentage  
Increase/Decrease 

$97,369.00   $56,188.00   73.29% 



 

  

 

INCOME 

301.00-309.00- Membership Dues – Total dues revenue is now on par with the same period in 2020.  Government dues are $2,268 

lower than previous year, while business dues are $1,700 higher. 

321.00-329.00 - Annual Conference – Total revenue for the 2020 Annual Virtual Conference is $98,136 less than in 2019.   

341.00-342.00 - Winter Symposium Sponsorships – Both sponsorship and registration revenue are well below previous year based 

on the 2021 symposium pivoting to virtual. 

391.00 – Interest – Interest income is lower than previous year by $1,255 because a hold was put on continued investing during the 

pandemic and interest rates have decreased.  

394.00 – Unrealized Loss/Gains – Gains on investment totaled $9,124 at the end of June. 

390.01 – Ernst Scholarship – In 2019, one Ernst Scholarship recipient attended the Annual Conference for which travel was 

reimbursed.  Both 2020-21 conferences are staged virtually so there will be no travel involved for Ernst Scholarship winners. 

EXPENSE 

714.00 – Administrative Expenses – Monthly administrative fees reflects the additional hours approved by the board in March, 

which are prorated for April through July.   

 

602.07 – Constant Contact – Paid for the full year subscription in August to take advantage of a pre-pay discount. 

 

602.05 – Membership Marketing – Expenses for sock purchase split with Winter Symposium expenses.   

 

690.05 - Marketing – Credit of $2,500 refunded from Strategic Vantage in accordance with the original contractual agreement.   

 

617.00-617.09 – PRIA Local – Expenses are $980 lower than previous year. 

PROFIT & LOSS BUDGET VS ACTUAL REPORT – MAY 31, 2021 

Note:  The monthly budget breakdown is based on previous years’ history and is a benchmark for assessing the financial status of the 

association, and not an exact measure. 

 

Aug 2020-June 
2021 Actual 
Revenue   

Aug 2020-June 2021 
Budgeted Revenue   

Percent Increase/Decrease - 
Actual v. Budget 

$315,583.00   $230,223.00   37.08% 

         
Aug 2020-June 
2021 Actual 
Expense   

Aug 2020-June 2021 
Budgeted Expense   

Percent Increase/Decrease - 
Actual v. Budget 

$216,214.00   $235,375.00   -8.14% 

         
Aug 2020-June 
2021 Actual Net 
Revenue   

Aug 2020-June 2021 
Budgeted Net Revenue   

Percent Increase/Decrease - 
Actual v. Budget 

$99,369.00   -$5,152.00   -2028.75% 

 

 



 

  

 

INCOME 

301.00-309.00 – Membership Dues – Dues revenue for August through June is higher than the total year’s budget for dues by 

$52,672.  

 

321.00-328.00 – Annual Conference – The revenue for the Annual Virtual Conference exceeded budget by $13,509.  Actual net 

revenue for the Annual Conference is $27,025; budget net revenue was $13,525.   

 

341.00-349.00 – Winter Symposium – Actual net revenue for the Winter Symposium is $27,479; budgeted net revenue was $12,200. 

 

391.00 – Interest – Interest income for the fiscal year is under budget by $1,349 for the year-to-date. 

 

394.00 – Unrealized Loss/Gain – As of June 30, 2021, there is a $9,124 gain on investments. 

 

EXPENSE 

717.00 – Bank Merchant Fees – Reflects the aggregate payments run through the eCommerce system within the PRIA AMS. 

 

725.00 – Website – Annual fee paid for I4A, association management system, platform totaling $3,625, plus monthly maintenance 

fees. 

 

738.01 – ESRA – Paid two years of dues to take advantage of discount offer. 

 

690.02-03 – Printing and Postage - Standards & Best Practices Committee – Reflects mailing of 2021 Document Volume Survey to 

over 2,000 eligible recording jurisdictions. 

 

609.03 – Product Development – Education Committee – Expenses reflect license for TalentLMS, PRIA’s learning management 

system. 

 

690.05 – Marketing – The credit to this account represents a $2,500 refund from Strategic Vantage for money held, on account, 

while the logo revise and website projects were underway.   

 

617.00-617.09 – PRIA Local – Expenses are under budget by $3,127 for the year-to-date. 

 

2020-21 YEAR-END PROJECTIONS 

       

Aug 2020-July 2021 
Projected Revenue   

Aug 2020 -July 2021 
Budgeted Revenue   

Percent Increase/Decrease - 
Actual v. Budget 

$312,101.00   $231,023.00   35.10% 

         

Aug 2020-July 2021 
Projected Expense   

Aug 2020-July 2021 
Budgeted Expense   

Percent Increase/Decrease - 
Actual v. Budget 

$239,988.00   $253,111.00   -5.18% 

         

Aug 2020-July 2021 
Projected Net Revenue   

Aug 2020-July 2021 
Budgeted Net Revenue   

Percent Increase/Decrease - 
Actual v. Budget 

$72,113.00   -$22,088.00   -426.48% 
 



Jun 30, 21 Jun 30, 20 $ Change % Change

ASSETS
Current Assets

Checking/Savings
104.00 · Paragon Checking 204,373.47 75,379.87 128,993.60 171.1%
105.00 · First Citizens Money Market 40,274.91 40,270.89 4.02 0.0%
106.00 · Deposits in Transit 13,107.00 2,250.00 10,857.00 482.5%
114.00 · Towne Investment Group- Cash 100,890.39 501,713.72 -400,823.33 -79.9%
115.000 · Towne Investment Group 70,999.30 0.00 70,999.30 100.0%

116.00 · Towne Investment Group-Freedom 332,464.02 0.00 332,464.02 100.0%
117.000 · Town Investment-Freedom Cash 8,362.14 0.00 8,362.14 100.0%

Total Checking/Savings 770,471.23 619,614.48 150,856.75 24.4%

Other Current Assets
11001 · Accounts Receivable - Other 12,022.00 -810.00 12,832.00 1,584.2%
150.00 · Prepaid Expenses

150.02 · Annual Conference 5,645.00 0.00 5,645.00 100.0%

Total 150.00 · Prepaid Expenses 5,645.00 0.00 5,645.00 100.0%

Total Other Current Assets 17,667.00 -810.00 18,477.00 2,281.1%

Total Current Assets 788,138.23 618,804.48 169,333.75 27.4%

Other Assets
Equipment

200.00 · Projectors 1,467.02 1,467.02 0.00 0.0%
210.00 · Website 16,763.76 0.00 16,763.76 100.0%
200.01 · Accumulated Depreciation -1,919.77 -1,241.53 -678.24 -54.6%

Total Equipment 16,311.01 225.49 16,085.52 7,133.6%

Total Other Assets 16,311.01 225.49 16,085.52 7,133.6%

TOTAL ASSETS 804,449.24 619,029.97 185,419.27 30.0%

LIABILITIES & EQUITY
Liabilities

Current Liabilities
Accounts Payable

201.00 · Accounts Payable 2,249.80 382.08 1,867.72 488.8%

Total Accounts Payable 2,249.80 382.08 1,867.72 488.8%

Other Current Liabilities
250.00 · Deferred Dues Revenue

250.01 · Government Regular 4,875.00 5,375.00 -500.00 -9.3%
250.02 · Government Associate 1,250.00 950.00 300.00 31.6%
250.04 · Business Regular 26,200.00 3,600.00 22,600.00 627.8%
250.09 · Limited Access Members 200.00 0.00 200.00 100.0%
250.10 · Retired 0.00 50.00 -50.00 -100.0%

Total 250.00 · Deferred Dues Revenue 32,525.00 9,975.00 22,550.00 226.1%

255.00 · Other Deferred Revenue
255.01 · Deferred Conference revenue 58,298.00 1,500.00 56,798.00 3,786.5%
255.02 · Deferred Advertising Revenue 11,156.00 3,060.00 8,096.00 264.6%

Total 255.00 · Other Deferred Revenue 69,454.00 4,560.00 64,894.00 1,423.1%

Total Other Current Liabilities 101,979.00 14,535.00 87,444.00 601.6%

Total Current Liabilities 104,228.80 14,917.08 89,311.72 598.7%

Total Liabilities 104,228.80 14,917.08 89,311.72 598.7%

Equity
258.00 · Fund balance 602,851.05 547,924.27 54,926.78 10.0%
Net Income 97,369.39 56,188.62 41,180.77 73.3%

Total Equity 700,220.44 604,112.89 96,107.55 15.9%

TOTAL LIABILITIES & EQUITY 804,449.24 619,029.97 185,419.27 30.0%
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Aug '20 - Jun 21 Aug '19 - Jun 20 $ Change % Change

Income
Membership Dues

301.00 · Government Regular Dues 71,342.50 73,013.75 -1,671.25 -2.3%
302.00 · Government Associate Dues 11,302.50 11,900.00 -597.50 -5.0%
304.00 · Business Regular Dues 132,400.00 130,700.00 1,700.00 1.3%
305.00 · Business Associate Dues 25.00 0.00 25.00 100.0%
307.00 · Retired Members 400.00 250.00 150.00 60.0%
309.00 · Limited Access Members 3,000.00 2,600.00 400.00 15.4%

Total Membership Dues 218,470.00 218,463.75 6.25 0.0%

Annual Conference
321.00 · Registration Fees 17,034.00 71,920.00 -54,886.00 -76.3%
322.00 · Sponsorship Fees 12,400.00 53,200.00 -40,800.00 -76.7%
324.00 · Hotel Commissions 0.00 8,357.00 -8,357.00 -100.0%
327.00 · Event Tickets 0.00 50.00 -50.00 -100.0%
328.00 · Tour 0.00 1,800.00 -1,800.00 -100.0%

Total Annual Conference 29,434.00 135,327.00 -105,893.00 -78.3%

Winter Symposium
341.00 · Registration Fees 20,124.00 73,805.00 -53,681.00 -72.7%
342.00 · Sponsorship Fees 16,900.00 54,700.00 -37,800.00 -69.1%
348.00 · Tour 0.00 1,605.00 -1,605.00 -100.0%
349.00 · Miscellaneous Income 0.00 70.00 -70.00 -100.0%

Total Winter Symposium 37,024.00 130,180.00 -93,156.00 -71.6%

Advertising
383.00 · Website 3,400.00 3,335.00 65.00 2.0%
386.00 · Bundled Advertising 12,405.00 12,444.00 -39.00 -0.3%

Total Advertising 15,805.00 15,779.00 26.00 0.2%

Other Income
390.00 · Webinars 500.00 750.00 -250.00 -33.3%
390.01 · Ernst Scholarship Award 0.00 2,974.06 -2,974.06 -100.0%
391.00 · Interest 3,226.28 4,481.65 -1,255.37 -28.0%
394.00 · Unrealized Gains/Losses 9,123.74 -35.18 9,158.92 26,034.5%

Total Other Income 12,850.02 8,170.53 4,679.49 57.3%

Total Income 313,583.02 507,920.28 -194,337.26 -38.3%

Expense
Administrative Expenses

714.00 · Administrative Fees 158,598.75 153,179.62 5,419.13 3.5%
715.00 · Accounting/Legal Fees 3,150.00 3,100.00 50.00 1.6%
716.00 · Insurance 2,606.00 2,745.00 -139.00 -5.1%
717.00 · Bank/Merchant Charges 8,362.50 7,836.39 526.11 6.7%
718.00 · Storage Rental 281.21 229.32 51.89 22.6%
719.00 · Phone/Fax 53.02 146.21 -93.19 -63.7%
720.00 · Postage/Mailing Services/Labels 36.92 70.69 -33.77 -47.8%
721.00 · Copies/Printing 237.24 0.00 237.24 100.0%
722.00 · Plaques/Awards/Prizes/Gifts 0.00 264.70 -264.70 -100.0%
723.00 · Supplies 565.79 680.32 -114.53 -16.8%
725.00 · Website 7,673.43 7,299.16 374.27 5.1%
728.00 · Taxes -777.06 1,057.73 -1,834.79 -173.5%
735.00 · Miscellaneous 197.89 23.96 173.93 725.9%
602.07 · Constant Contact (inc. survey) 2,109.00 2,145.00 -36.00 -1.7%
729.00 · Professional Dues 899.50 946.89 -47.39 -5.0%
738.00 · Professional Memberships

738.01 · ESRA Membership 1,700.00 1,000.00 700.00 70.0%
738.02 · ALTA Membership 460.00 460.00 0.00 0.0%

Total 738.00 · Professional Memberships 2,160.00 1,460.00 700.00 48.0%

739.00 · Ernst Scholarship Award 0.00 2,564.06 -2,564.06 -100.0%

Total Administrative Expenses 186,154.19 183,749.05 2,405.14 1.3%

Annual Conference Expenses
452.00 · Speakers 0.00 9,745.34 -9,745.34 -100.0%
454.00 · Food & Beverage 0.00 49,609.92 -49,609.92 -100.0%
455.00 · AV 0.00 13,782.01 -13,782.01 -100.0%
456.00 · Postage/Mailing Services/Labels 835.81 440.07 395.74 89.9%
457.00 · Phone/Fax 79.88 322.00 -242.12 -75.2%
458.00 · Copies/Printing 17.28 539.70 -522.42 -96.8%
459.00 · Supplies 0.00 1,459.00 -1,459.00 -100.0%
461.00 · Badges/Ribbons 0.00 135.00 -135.00 -100.0%
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463.00 · Entertainment 0.00 1,144.00 -1,144.00 -100.0%
464.00 · Recreational Events 0.00 9,228.17 -9,228.17 -100.0%
467.00 · Plaques/Awards/Prizes/Gifts 1,479.15 1,456.91 22.24 1.5%
468.00 · Signs 0.00 99.74 -99.74 -100.0%
469.00 · Staff Expenses 0.00 6,970.79 -6,970.79 -100.0%
470.00 · Transportation 0.00 1,080.00 -1,080.00 -100.0%
471.00 · In-Kind Expenses 0.00 1,750.69 -1,750.69 -100.0%

Total Annual Conference Expenses 2,412.12 97,763.34 -95,351.22 -97.5%

Winter Symposium Expenses
502.00 · Speakers 5,000.00 3,826.78 1,173.22 30.7%
504.00 · Food & beverage 0.00 97,948.10 -97,948.10 -100.0%
505.00 · AV 1,343.15 14,129.30 -12,786.15 -90.5%
506.00 · Postage/Mailing Services/Labels 1,060.62 561.76 498.86 88.8%
508.00 · Copies/Printing 14.28 207.14 -192.86 -93.1%
509.00 · Supplies 45.25 1,371.97 -1,326.72 -96.7%
511.00 · Badges/Ribbons 0.00 35.78 -35.78 -100.0%
514.00 · Recreational Events 0.00 861.77 -861.77 -100.0%
517.00 · Plaques/Awards/Prizes/Gifts 2,082.02 2,167.47 -85.45 -3.9%
519.00 · Staff Expenses 0.00 6,763.86 -6,763.86 -100.0%
523.00 · Transportation 0.00 675.62 -675.62 -100.0%
524.00 · In-Kind Expenses 0.00 999.47 -999.47 -100.0%

Total Winter Symposium Expenses 9,545.32 129,549.02 -120,003.70 -92.6%

Board Activities
Monthly Board Meetings

551.00 · Conference Calls 158.35 557.98 -399.63 -71.6%

Total Monthly Board Meetings 158.35 557.98 -399.63 -71.6%

Board Planning Retreat Expenses
424.00 · Staff Expenses 0.00 0.00 0.00 0.0%

Total Board Planning Retreat Expenses 0.00 0.00 0.00 0.0%

Total Board Activities 158.35 557.98 -399.63 -71.6%

Membership Marketing Committee
Membership Maintenance

651.00 · Copies/Printing 204.96 106.92 98.04 91.7%
653.00 · Postage/Mailing Services/Labels 236.75 194.25 42.50 21.9%
657.00 · Supplies/Collateral 0.00 13.92 -13.92 -100.0%

Total Membership Maintenance 441.71 315.09 126.62 40.2%

Membership Marketing
602.01 · Copies/Printing 15.24 113.44 -98.20 -86.6%
602.02 · Phone/Fax/Telemarketing 10.53 93.10 -82.57 -88.7%
602.03 · Postage/Mailing Services/Labels 22.00 516.52 -494.52 -95.7%
602.04 · Supplies 22.63 48.66 -26.03 -53.5%
602.05 · Marketing Collateral 1,051.26 1,000.48 50.78 5.1%

Total Membership Marketing 1,121.66 1,772.20 -650.54 -36.7%

Total Membership Marketing Committee 1,563.37 2,087.29 -523.92 -25.1%

Communications Committee
670.01 · Phone/Conference Calls 10.10 62.85 -52.75 -83.9%

Total Communications Committee 10.10 62.85 -52.75 -83.9%

Standards and Best Practices
680.01 · Phone/Conference Calls 349.88 696.81 -346.93 -49.8%
680.02 · Copies/Printing 1,166.73 34.08 1,132.65 3,323.5%
680.03 · Postage/Mailing 934.35 2,049.11 -1,114.76 -54.4%
685.00 · S&BP Special Projects 1,092.45 6,073.48 -4,981.03 -82.0%

Total Standards and Best Practices 3,543.41 8,853.48 -5,310.07 -60.0%

Governance Committee
690.01 · Phone/Conference Calls 93.44 216.18 -122.74 -56.8%
690.05 · Marketing/Branding -2,500.00 12,460.93 -14,960.93 -120.1%

Total Governance Committee -2,406.56 12,677.11 -15,083.67 -119.0%

Education Committee
609.00 · Education Workgroup

609.02 · Phone/Fax.Conference Calls 30.96 176.48 -145.52 -82.5%
609.03 · Product Development 2,988.00 2,964.79 23.21 0.8%
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609.04 · Webinar Provider Services 1,674.37 1,770.27 -95.90 -5.4%

Total 609.00 · Education Workgroup 4,693.33 4,911.54 -218.21 -4.4%

PRIA Local
617.00 · PRIA Local Admin 7,070.00 8,140.00 -1,070.00 -13.1%
617.06 · PRIA Local Phone/Internet Srv. 750.00 750.00 0.00 0.0%
617.08 · PRIA Local Website/eNewsletter 2,720.00 2,630.00 90.00 3.4%
617.09 · PRIA Local Travel 0.00 0.00 0.00 0.0%

Total PRIA Local 10,540.00 11,520.00 -980.00 -8.5%

Total Education Committee 15,233.33 16,431.54 -1,198.21 -7.3%

Total Expense 216,213.63 451,731.66 -235,518.03 -52.1%

Net Income 97,369.39 56,188.62 41,180.77 73.3%
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Jun 21 Budget Aug '20 - Jun 21 YTD Budget Annual Budget

Income
Membership Dues

301.00 · Government Regular Dues 0.00 0.00 71,342.50 55,073.00 55,073.00
302.00 · Government Associate Dues 0.00 0.00 11,302.50 9,325.00 9,325.00
304.00 · Business Regular Dues 0.00 0.00 132,400.00 99,263.00 99,263.00
305.00 · Business Associate Dues 0.00 0.00 25.00 0.00 0.00
307.00 · Retired Members 0.00 0.00 400.00 187.00 187.00
309.00 · Limited Access Members 0.00 0.00 3,000.00 1,950.00 1,950.00
310.00 · Membership Incentives 0.00 0.00 0.00 0.00 0.00

Total Membership Dues 0.00 0.00 218,470.00 165,798.00 165,798.00

Annual Conference
321.00 · Registration Fees 0.00 0.00 17,034.00 7,425.00 7,425.00
322.00 · Sponsorship Fees 0.00 0.00 12,400.00 8,500.00 8,500.00
324.00 · Hotel Commissions 0.00 0.00 0.00 0.00
327.00 · Event Tickets 0.00 0.00 0.00 0.00
328.00 · Tour 0.00 0.00 0.00 0.00

Total Annual Conference 0.00 0.00 29,434.00 15,925.00 15,925.00

Winter Symposium
341.00 · Registration Fees 0.00 0.00 20,124.00 13,600.00 13,600.00
341.01 · Combo Registration Fees 0.00 0.00 0.00 0.00
342.00 · Sponsorship Fees 0.00 0.00 16,900.00 12,150.00 12,150.00
344.00 · Hotel Commissions 0.00 0.00 0.00 0.00 0.00
347.00 · Event Tickets 0.00 0.00 0.00 0.00
348.00 · Tour 0.00 0.00 0.00 0.00 0.00
349.00 · Miscellaneous Income 0.00 0.00 0.00 0.00 0.00

Total Winter Symposium 0.00 0.00 37,024.00 25,750.00 25,750.00

Advertising
383.00 · Website 0.00 275.00 3,400.00 3,025.00 3,300.00
384.00 · eNewsletter In Touch 0.00 0.00 0.00 0.00
385.00 · PREP Newsletter 0.00 0.00 0.00 0.00
386.00 · Bundled Advertising 0.00 0.00 12,405.00 11,000.00 11,000.00

Total Advertising 0.00 275.00 15,805.00 14,025.00 14,300.00

Board Planning Retreat
361.00 · Registration Fees 0.00 0.00 0.00 0.00
364.00 · Hotel Commissions 0.00 0.00 0.00 0.00

Total Board Planning Retreat 0.00 0.00 0.00 0.00

Other Income
390.00 · Webinars 150.00 100.00 500.00 1,150.00 1,250.00
390.01 · Ernst Scholarship Award 0.00 0.00 0.00 3,000.00 3,000.00
391.00 · Interest 1,768.54 425.00 3,226.28 4,575.00 5,000.00
392.00 · Miscellaneous Income 0.00 0.00 0.00 0.00
394.00 · Unrealized Gains/Losses 605.91 9,123.74 0.00 0.00
395.00 · Realized Gains/Losses 0.00 0.00 0.00 0.00
397.00 · Promotional Items 0.00 0.00 0.00 0.00
399.00 · Equipment Rental 0.00 0.00 0.00 0.00

Total Other Income 2,524.45 525.00 12,850.02 8,725.00 9,250.00

Total Income 2,524.45 800.00 313,583.02 230,223.00 231,023.00

Expense
Administrative Expenses

714.00 · Administrative Fees 16,796.25 13,483.75 158,598.75 148,321.25 161,805.00
715.00 · Accounting/Legal Fees 0.00 0.00 3,150.00 3,100.00 3,100.00
716.00 · Insurance 0.00 0.00 2,606.00 2,745.00 2,745.00
717.00 · Bank/Merchant Charges 925.73 500.00 8,362.50 5,500.00 6,000.00
718.00 · Storage Rental 0.00 0.00 281.21 225.00 300.00
719.00 · Phone/Fax 0.00 19.00 53.02 206.00 225.00
720.00 · Postage/Mailing Services/Labels 2.04 8.00 36.92 92.00 100.00
721.00 · Copies/Printing 0.00 8.00 237.24 92.00 100.00
722.00 · Plaques/Awards/Prizes/Gifts 0.00 0.00 0.00 1,000.00 1,000.00
723.00 · Supplies 7.59 33.00 565.79 366.00 400.00
725.00 · Website 346.85 625.00 7,673.43 6,875.00 7,500.00
728.00 · Taxes 0.00 0.00 -777.06 1,000.00 1,000.00
732.00 · Equipment 0.00 0.00 0.00 0.00 0.00
735.00 · Miscellaneous 0.00 8.00 197.89 90.00 100.00
602.07 · Constant Contact (inc. survey) 0.00 195.00 2,109.00 2,145.00 2,340.00
729.00 · Professional Dues 199.50 83.00 899.50 915.00 1,000.00
734.00 · Other Professional services 0.00 0.00 0.00 0.00
736.00 · Bad Dept Expense 0.00 0.00 0.00 0.00
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Jun 21 Budget Aug '20 - Jun 21 YTD Budget Annual Budget

737.00 · PRIA Products 0.00 0.00 0.00 0.00
738.00 · Professional Memberships

738.01 · ESRA Membership 0.00 0.00 1,700.00 1,000.00 1,000.00
738.02 · ALTA Membership 0.00 0.00 460.00 460.00 460.00

Total 738.00 · Professional Memberships 0.00 0.00 2,160.00 1,460.00 1,460.00

739.00 · Ernst Scholarship Award 0.00 0.00 0.00 3,000.00 3,000.00

Total Administrative Expenses 18,277.96 14,962.75 186,154.19 177,132.25 192,175.00

Annual Conference Expenses
452.00 · Speakers 0.00 0.00 0.00 500.00 500.00
453.00 · Hotel/Meeting Room 0.00 0.00 0.00 0.00
454.00 · Food & Beverage 0.00 0.00 0.00 0.00
455.00 · AV 0.00 0.00 0.00 100.00 100.00
456.00 · Postage/Mailing Services/Labels 0.00 835.81 0.00 0.00
457.00 · Phone/Fax 0.00 0.00 79.88 300.00 300.00
458.00 · Copies/Printing 0.00 17.28 0.00 0.00
459.00 · Supplies 0.00 0.00 0.00 100.00 100.00
461.00 · Badges/Ribbons 0.00 0.00 0.00 0.00
463.00 · Entertainment 0.00 0.00 0.00 500.00 500.00
464.00 · Recreational Events 0.00 0.00 0.00 0.00
467.00 · Plaques/Awards/Prizes/Gifts 0.00 0.00 1,479.15 900.00 900.00
468.00 · Signs 0.00 0.00 0.00 0.00
469.00 · Staff Expenses 0.00 0.00 0.00 0.00
470.00 · Transportation 0.00 0.00 0.00 0.00
471.00 · In-Kind Expenses 0.00 0.00 0.00 0.00

Total Annual Conference Expenses 0.00 0.00 2,412.12 2,400.00 2,400.00

Winter Symposium Expenses
501.00 · Committee Activities 0.00 0.00 0.00 0.00
502.00 · Speakers 0.00 0.00 5,000.00 5,000.00 5,000.00
503.00 · Hotel/Meeting Room 0.00 0.00 0.00 0.00
504.00 · Food & beverage 0.00 0.00 0.00 0.00 0.00
505.00 · AV 0.00 0.00 1,343.15 5,000.00 5,000.00
506.00 · Postage/Mailing Services/Labels 0.00 0.00 1,060.62 900.00 900.00
507.00 · Phone/Fax 0.00 0.00 0.00 100.00 100.00
508.00 · Copies/Printing 0.00 0.00 14.28 0.00 0.00
509.00 · Supplies 0.00 0.00 45.25 0.00 0.00
511.00 · Badges/Ribbons 0.00 0.00 0.00 50.00 50.00
513.00 · Entertainment 0.00 0.00 0.00 0.00
514.00 · Recreational Events 0.00 0.00 0.00 0.00 0.00
517.00 · Plaques/Awards/Prizes/Gifts 0.00 0.00 2,082.02 2,500.00 2,500.00
518.00 · Signs 0.00 0.00 0.00 0.00 0.00
519.00 · Staff Expenses 0.00 0.00 0.00 0.00 0.00
522.00 · Conference Recording 0.00 0.00 0.00 0.00
523.00 · Transportation 0.00 0.00 0.00 0.00 0.00
524.00 · In-Kind Expenses 0.00 0.00 0.00 0.00 0.00

Total Winter Symposium Expenses 0.00 0.00 9,545.32 13,550.00 13,550.00

Board Activities
Monthly Board Meetings

551.00 · Conference Calls 0.00 63.00 158.35 687.00 750.00
554.00 · Food & Beverage 0.00 0.00 0.00 0.00
555.00 · AV 0.00 0.00 0.00 0.00
556.00 · Postage/Mailing Services/Labels 0.00 0.00 0.00 0.00
557.00 · Phone/Fax 0.00 0.00 0.00 0.00
558.00 · Copies/Printing 0.00 0.00 0.00 0.00
559.00 · Supplies 0.00 0.00 0.00 0.00
568.00 · Staff Expenses 0.00 0.00 0.00 0.00

Total Monthly Board Meetings 0.00 63.00 158.35 687.00 750.00

Board Planning Retreat Expenses
416.00 · Committee Activities 0.00 0.00 0.00 0.00
417.00 · Speakers 0.00 0.00 0.00 0.00
418.00 · Hotel/Meeting Room 0.00 0.00 0.00 0.00
419.00 · Food & Beverage 0.00 0.00 0.00 5,500.00 5,500.00
420.00 · AV 0.00 0.00 0.00 1,200.00 1,200.00
421.00 · Postage/Mailing Services/Labels 0.00 0.00 0.00 0.00
422.00 · Phone/Fax 0.00 0.00 0.00 0.00
423.00 · Copies/Printing 0.00 0.00 0.00 0.00
424.00 · Staff Expenses 0.00 0.00 0.00 2,000.00 2,000.00
425.00 · Transportation 0.00 0.00 0.00 0.00
426.00 · Supplies 0.00 0.00 0.00 0.00
427.00 · Badges/Ribbons 0.00 0.00 0.00 0.00
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428.00 · In-kind Services 0.00 0.00 0.00 1,000.00 1,000.00
429.00 · Hotel Accommodations 0.00 0.00 0.00 0.00

Total Board Planning Retreat Expenses 0.00 0.00 0.00 9,700.00 9,700.00

Total Board Activities 0.00 63.00 158.35 10,387.00 10,450.00

Board's Discretionary
676.00 · Travel 0.00 0.00 0.00 1,000.00 1,000.00
677.00 · Contingency 0.00 0.00 0.00 0.00

Total Board's Discretionary 0.00 0.00 0.00 1,000.00 1,000.00

Administration & Infrastructure
Administrative Committee

601.00 · Administration & Infrastructure 0.00 0.00 0.00 0.00
603.00 · Budget Committee 0.00 0.00 0.00 0.00
604.00 · Financial Oversight 0.00 0.00 0.00 0.00
612.00 · Nominating Committee 0.00 0.00 0.00 0.00
616.00 · Strategic Plan Oversight Comm. 0.00 0.00 0.00 0.00
622.00 · Bylaws Committee 0.00 0.00 0.00 0.00

Total Administrative Committee 0.00 0.00 0.00 0.00

Total Administration & Infrastructure 0.00 0.00 0.00 0.00

Membership Marketing Committee
Membership Maintenance

651.00 · Copies/Printing 0.00 0.00 204.96 250.00 250.00
652.00 · Phone/Fax 0.00 0.00 0.00 0.00
653.00 · Postage/Mailing Services/Labels 0.00 21.00 236.75 229.00 250.00
657.00 · Supplies/Collateral 0.00 9.00 0.00 91.00 100.00

Total Membership Maintenance 0.00 30.00 441.71 570.00 600.00

Membership Marketing
602.01 · Copies/Printing 15.24 158.00 15.24 1,741.00 1,900.00
602.02 · Phone/Fax/Telemarketing 0.00 16.00 10.53 183.00 200.00
602.03 · Postage/Mailing Services/Labels 22.00 125.00 22.00 1,375.00 1,500.00
602.04 · Supplies 0.00 20.00 22.63 229.00 250.00
602.05 · Marketing Collateral 0.00 208.00 1,051.26 2,291.00 2,500.00
602.06 · Committee Travel 0.00 0.00 0.00 0.00
Membership Marketing - Other 0.00 0.00 0.00 0.00

Total Membership Marketing 37.24 527.00 1,121.66 5,819.00 6,350.00

Volunteer Coordination
675.00 · Phone/Conference Calls 0.00 0.00 0.00 0.00

Total Volunteer Coordination 0.00 0.00 0.00 0.00

Speakers Bureau
608.03 · Speakers Bureau Postage/Mailing 0.00 0.00 0.00 0.00

Total Speakers Bureau 0.00 0.00 0.00 0.00

Total Membership Marketing Committee 37.24 557.00 1,563.37 6,389.00 6,950.00

613.00 · Land Fraud Committee 0.00 0.00 0.00 0.00

605.00 · Records Access & Privacy Policy
605.02 · Records Protection & Redaction 0.00 0.00 0.00 0.00
605.03 · Legislator Education Workgroup 0.00 0.00 0.00 0.00

605.00 · Records Access & Privacy Policy - Other 0.00 0.00 0.00 0.00

Total 605.00 · Records Access & Privacy Policy 0.00 0.00 0.00 0.00

Communications Committee
670.01 · Phone/Conference Calls 0.00 41.00 10.10 458.00 500.00
670.02 · Copies/Printing 0.00 0.00 0.00 0.00
670.03 · Postage/Mailing 0.00 0.00 0.00 0.00
670.04 · Supplies 0.00 0.00 0.00 0.00

Total Communications Committee 0.00 41.00 10.10 458.00 500.00

Standards and Best Practices
680.01 · Phone/Conference Calls 0.00 62.00 349.88 687.00 750.00
680.02 · Copies/Printing 1,166.73 8.00 1,166.73 91.00 100.00
680.03 · Postage/Mailing 934.35 8.00 934.35 91.00 100.00
680.04 · Supplies 0.00 0.00 0.00 0.00
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685.00 · S&BP Special Projects 0.00 100.00 1,092.45 2,900.00 3,000.00

Total Standards and Best Practices 2,101.08 178.00 3,543.41 3,769.00 3,950.00

Governance Committee
690.01 · Phone/Conference Calls 0.00 25.00 93.44 275.00 300.00
690.02 · Copies/Printing 0.00 0.00 0.00 0.00
690.03 · Postage/Mailing 0.00 0.00 0.00 0.00
690.04 · Supplies 0.00 0.00 0.00 0.00
690.05 · Marketing/Branding 0.00 208.00 -2,500.00 2,291.00 2,500.00

Total Governance Committee 0.00 233.00 -2,406.56 2,566.00 2,800.00

Education Committee
609.00 · Education Workgroup

609.01 · Copies/Printing 0.00 0.00 0.00 0.00
609.02 · Phone/Fax.Conference Calls 0.00 21.00 30.96 229.00 250.00
609.03 · Product Development 0.00 249.00 2,988.00 2,739.00 2,988.00
609.04 · Webinar Provider Services 0.00 99.00 1,674.37 1,089.00 1,188.00
609.00 · Education Workgroup - Other 0.00 0.00 0.00 0.00

Total 609.00 · Education Workgroup 0.00 369.00 4,693.33 4,057.00 4,426.00

608.06 · Speakers Bureau-Travel 0.00 0.00 0.00 0.00
PRIA Local

617.00 · PRIA Local Admin 540.00 834.00 7,070.00 9,167.00 10,000.00
617.01 · PRIA Local Conference Expense 0.00 0.00 0.00 0.00
617.03 · PRIA Local Printing/Copies 0.00 3.00 0.00 33.00 35.00
617.04 · PRIA Local Supplies/Misc 0.00 0.00 0.00 0.00
617.06 · PRIA Local Phone/Internet Srv. 75.00 70.00 750.00 779.00 850.00
617.07 · PRIA Local Shipping & Postage 0.00 2.00 0.00 22.00 25.00
617.08 · PRIA Local Website/eNewsletter 340.00 333.00 2,720.00 3,666.00 4,000.00
617.09 · PRIA Local Travel 0.00 0.00 0.00 0.00

Total PRIA Local 955.00 1,242.00 10,540.00 13,667.00 14,910.00

Total Education Committee 955.00 1,611.00 15,233.33 17,724.00 19,336.00

Total Expense 21,371.28 17,645.75 216,213.63 235,375.25 253,111.00

Net Income -18,846.83 -16,845.75 97,369.39 -5,152.25 -22,088.00
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A. COPYRIGHT NOTICE: Copyright © 2021 – Property Records Industry Association (“PRIA”).  All 

rights reserved. 

 

B.  LICENSE:  This completed PRIA work product document (the “Completed Work”) is made 

available by PRIA to members and the general public for review, evaluation and comment only.  

This document is under development and not a final version.  

PRIA grants any user (“Licensee”) of the Completed Work a worldwide, royalty-free, non-

exclusive license (“License”) to reproduce the Completed Work in copies, and to use the 

Completed Work and all such reproductions solely for purposes of reviewing, evaluating and 

commenting upon the Completed Work.  NO OTHER RIGHTS ARE GRANTED UNDER THIS LICENSE 

AND ALL OTHER RIGHTS ARE EXPRESSLY RESERVED TO PRIA.  Without limiting the generality of 
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the entire text of this License and the entire disclaimer below under the following header: 

This document includes Completed Works developed by PRIA and some of its contributors, 

subject to PRIA License. “PRIA” is a trade name of the “Property Records Industry Association.”  

No reference to PRIA or any of its trademarks by Licensee shall imply endorsement of Licensee's 

activities and products. 
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Executive Summary 
Many types of organizations are being targeted by ransomware and the attacks are increasing 

in frequency and sophistication.  Some organizations that have paid the ransom have not been 

fully restored as promised; and other organizations choosing not to pay the ransom have spent 

much more time and money than originally estimated to restore their systems.  In both 

situations, there is the risk of confidential information that was obtained by the perpetrator 

being sold or released. The disruption to services is in itself costly.  The potential for 

ransomware attacks is a threat to government and business entities of every size and in every 

physical location.   Every organization must consider a reasonable and justifiable cost to protect 

itself. 

 

This paper provides background information and sets a knowledge-based level playing field.    It 

includes current best practices to protect against an attack and procedures to follow when an 

organization is attacked by ransomware or other cybersecurity threat.  A list of websites where 

you can find current information is included and are updated by their publishers (see 

Ransomware Resources). 

   

This paper shares information from one organization that experienced a ransomware attack.  

This was an actual, confirmed attack and the organization shared their experiences. 

 

Participants in this work project include recorders from small- and medium-sized counties, IT 

specialists, preservation specialists, Land Record Management System (LRMS) vendors, title 

plant operators, and security specialists. 

 

As you read this paper, it is important to remember that ransomware attacks are evolving and 

will continue to do so.  This paper represents a moment in time.   

 

This document guides government and business professionals in gathering the necessary 

information to communicate with their technical support provider(s). It makes 

recommendations on what the technical support provider should do to secure the 

organization’s systems, files, and records.  

 

The cybersecurity principles presented in this paper will protect organizations from other forms 

of malware. 

  

https://member.pria.us/files/resource_library_files/Business_Processes_and_Procedures/Resources_-_Ransomware_Work_Project_UPDATED_01_25_2021.pdf


 

Understanding Ransomware 

How Does Ransomware Work? 
Ransomware prevents or limits users from accessing their system and data by encrypting the 

system’s files or network until a ransom is paid. In some instances, the attack is initiated at the 

point a link is clicked. In other instances, the perpetrator will gain access to the system and 

download files prior to executing the encryption. 

 

Some type of communication, usually in the form of an on-screen pop-up, appears with a 

demand that a ransom be paid by using “untraceable” forms of currency (e.g., cryptocurrencies, 

like Bitcoin). 

 

There is no practical way an organization can secure its information systems to completely 

eliminate the possibility of a ransomware attack, but the organization can lower the possibility 

of becoming infected by implementing good cybersecurity practices. If your organization is 

affected by ransomware, having robust cybersecurity measures in place will allow for a quicker 

recovery with minimal loss to data/information. 

 

The rate of ransomware attacks in the United States is growing every year1. In fact, phishing 

attacks “which are the main driver of delivering ransomware” are growing more than 350 

percent annually, while becoming more sophisticated all the time. 2  

 

Types of Perpetrators 
Faced with the growing rate of attacks, protecting your systems and the data from these 

threats has become even more challenging and complex especially as organizations  transition 

to a remote workforce.   

 

An organization can be compromised by a range of perpetrators. Below are the types of 

perpetrators and their motivations. 

1. Insider Attack – someone who is contracted or works inside an organization 

A. Financial gain 

B. Grievance 

C. Targeted 

2. Hacker – a general term for someone attempting to gain unauthorized access to an 

organization’s network 

A. Bragging rights 

3. Opportunistic Cyber Criminal – someone engaged in unauthorized activity with 

malicious intent 

A. Financial gain 

B. Opportunistic 

                                                         
1 The State of Ransomware in the U.S.: Report and Statistics 2019 (https://blog.emsisoft.com/en/34822/the-state-
of-ransomware-in-the-us-report-and-statistics-2019/)  
2 https://www.pcmag.com/news/phishing-attacks-increase-350-percent-amid-covid-19-quarantine 

https://blog.emsisoft.com/en/34822/the-state-of-ransomware-in-the-us-report-and-statistics-2019/
https://blog.emsisoft.com/en/34822/the-state-of-ransomware-in-the-us-report-and-statistics-2019/
https://www.pcmag.com/news/phishing


 

4. Cyber Hacktivist – someone who uses hacking to bring about political or social gain  

A. Grievance 

B. Targeted 

5. Cyber Terrorist – someone who carries out a sophisticated, premeditated attack on 

computer information systems 

A. Political warfare 

B. Targeted 

6. State Sponsored – a foreign government  carries out a sophisticated, premeditated 

attack on computer information systems 

A. Political warfare 

B. Targeted 

 

Types of Threats 
Below are currently the likeliest ways that your organization could be compromised by a threat 

actor or ransomware. The attacks can be targeted or random. Both are opportunistic in nature.  

1. Social Engineering  

a. Individual – posing as an employee/contractor 

b. Phishing and Spear Phishing – appearing as a legitimate business or service either 

randomly or to a targeted group 

c. Vendor spoofing – posing as a vendor on a service call 

d. IT spoofing – posing as internal IT department staff 

e. Website spoofing – creating phony websites that appear to be legitimate 

f. Phone spoofing – cloning a phone number that is familiar (e.g., same area code or 

local prefix) 

Some pictorial examples from the above varieties of social engineering appear below. 

 

 

 

 

 

 

 

 

 

 

 



 
Phishing and Spear Phishing – appearing as a legitimate 
business or service either randomly or to a targeted group 

Vendor spoofing - posing as a vendor on a service call 

  

  

IT spoofing – posing as internal IT department staff Website spoofing – creating phony websites that appear       to 
be legitimate 

 

 

Phone spoofing – cloning a phone number that is familiar (e.g., same area code r local prefix) 

 
 

Click here for the original presentation from which these types of attacks were excerpted. 

 

         

https://www.dropbox.com/sh/rgfy8lm60zejjj8/AADLXP3mUoU6KUqb_AZlDrLOa/2020-02-25_Anatomy%20of%20a%20Ransomware%20Attack.pdf?dl=0


 

2. Cloud Service Providers - Attackers may target a cloud service provider to gain access to 

customers’ network and intellectual property. 

3. Unknown/incomplete software and hardware inventory - Without an up-to-date and 

comprehensive list of all hardware and software, the organization will have difficulties 

performing patch management to secure internal systems. 

4. Insider threats – A user, using authorized access, intentionally exploits, steals, destroys 

data, or compromises the network and communications. 

5. Connecting unknown USB devices - Attackers target organizations by infecting USB 

devices and leaving them by common access areas where employees will notice them. If 

the USB device is connected, the attacker can infect the organization’s computers and 

network.  

6. Improper firewall configuration – Without a properly configured firewall, your  

infrastructure will not be protected from  malicious network traffic. 

 

Best Practices & Prevention Measures 
This section presents best Practices to assist your organization in addressing cybersecurity 

concerns. 

 

Educate Your Staff 
In order to protect your organization, it is critical to educate your staff; not just once but 

routinely as cybersecurity concerns evolve.  The momentary lapse by one employee is all that is 

necessary to affect the entire organization.  It is equally important to make sure that your 

managers make a commitment to on-going training and awareness. 

  



 

User Awareness – Quick Tips: 

1. Pay attention to web addresses you are typing or to which you are being directed.  

2. Hover over every hyperlink to verify validity of the link before clicking. on emails with 

attachments : 

a. Before clicking on any attachment received, ask yourself “Am I expecting this?” 

b. Is it normal for your job function to receive this type of attachment? 

c. Do you trust or know the source from which the attachment is coming? 

d. Does the email address match the name of the supposed sender?  

3. Visit only websites that you trust will not damage your computer.  Updated versions of 

browsers provide tools for identifying trusted websites by reputation.  

4. Be mindful of what you share on social media. 

5. Alert IT of any phishing emails or questionable sites, so they can investigate and take action.  

6. Contact helpdesk when in doubt. 

7. Opt in for multi-factor authentication (MFA) for personal devices and applications. 

 

Management Commitment to Ongoing User Awareness: 

1. Conduct security vulnerability assessments to lower your internal risk by identifying 

weaknesses that could allow attackers to target unsuspecting or uninformed employees. 

2. Provide cybersecurity awareness training for all employees on an ongoing basis.  Consider 

third-party educational resources (see Ransomware Resources). 

3. Conduct ongoing testing and monitoring, including extra testing for repeat offenders, 

including phishing tests.  

 

To learn more about educating your users, see the additional options in the Ransomware 

Resources. 

 

Protecting Systems 
It is important that senior management be committed to the investment of time and money 

necessary to protect your organization.  If your managers do not understand what your IT staff 

is trying to accomplish, the staff will not receive the time or financial support needed.  

Below are some of the best practices to strengthen your organization’s defenses.  

1. Password Policy – Current best practice is to use a password with a minimum of 16 

characters, containing upper and lower case, numbers, and special characters.  The chart 

below illustrates possible timeframes for cracking passwords with the proper tools. 

https://member.pria.us/files/resource_library_files/Business_Processes_and_Procedures/Resources_-_Ransomware_Work_Project_UPDATED_01_25_2021.pdf
https://member.pria.us/files/resource_library_files/Business_Processes_and_Procedures/Resources_-_Ransomware_Work_Project_FINAL_05_01_2020.pdf
https://member.pria.us/files/resource_library_files/Business_Processes_and_Procedures/Resources_-_Ransomware_Work_Project_FINAL_05_01_2020.pdf


 

 

2. Inventory Management – Know what you own so you can protect it. 

3. Software Management – Know what ports protocols are needed and limit what isn’t 

needed. 

4. Patch Management – Keep your systems and software up-to-date. 

5. Encryption – Determine what data needs to be protected from unauthorized access. 

6. Multi-factor Authentication – Verify users’ identities by requiring multiple login credentials. 

7. Credential Management – Secure service accounts.  Establish a process for continued 

business needs for a user account, if the user transfers to a different department or leaves 

the organization’s employment. 

8. Principle of Least Privilege – Limit access user rights to only what is necessary to perform 

their jobs. 

9. Backup Data – Maintain redundant copies of your data with a scheduled strategy. 

10. Real Time Network Visibility – Use tools that monitor all aspects of network processes (i.e., 

holistic visibility) in real time. 

11. Threat Detection/Alerting – Identify and notify IT staff of anomalies on the network. 

12. Centralized Reporting – Send logging reports to a central location for analysis. 

13. IP Restriction – Restrict internet connection coming from/to an unauthorized device. 

14. Software Restriction – Control the programs that can run on a computer. 

15. Site Blocking – Restrict network communication to unauthorized websites. 



 

16. Network Segmentation – Separate the internal network into segments and restrict what is 

allowed to move from one segment to another. 

17. Firewalls – Implement internal and external firewalls to allow or block communication flow. 

18. Enterprise Risk Assessment - Perform an internal risk assessment on a regularly scheduled 

basis. 

 

 

  



 

Prevention Measures 

System Security Maturity Model Concepts 
In all areas of IT configuration, development, implementation, and maintenance, there are 

continuum models designed to help professionals guide their organizations from an initial 

brilliant idea through development, implementation, and optimization. Each organization will 

likely find itself at a different starting point on the continuum presented below but it all begins 

with a complete inventory of the current state of hardware, software, and processes in place. 

Some processes may be “Basic” or even non-existent while others may already be very 

“Mature.”  This continuum endeavors to provide a pathway to get your organization optimized 

and (as much as possible) to prevent vulnerability to ransomware.  Each level represents an 

increase in cost and sophistication to prevent cyber-attacks.  Organizations should assess the 

services they need and can afford.   

 

  
Service 

Basic 
Level 

Advanced 
Level  

Mature 
Level  

B
A

SI
C

 

Endpoint malware/ransomware protection.   X X X 

All system and desktop patches kept up to date. X X X 

Maintain active licensing for all software and 
equipment. 

X X X 

Backups are not stored in a network drive share. X X X 

Use of a security conscious Internet DNS provider 
(e.g., OpenDNS, Umbrella). Many solutions provide 
content filtering, phishing protection, reputation-
based filtering, domain aging, and other security 
services. 

X X X 

Ongoing IT security training for all users based on 
roles. 

X X X 

Password manager software that generates unique, 
complex passwords and their use. 

X X X 

Create and use a hardened baseline configuration 
materially rolled out across servers, laptops, 
desktops and managed mobile devices. 

X X X 

     

 Routine restoration and recovery of key server(s)’ 
configuration and data form backups. 

 X X 

Commented [SK1]:  Ask Brent if this needs to be cited. 



 

A
D

V
A

N
C

ED
 

Multi-factor Authentication (MFA).   X X 

Enhance firewall protection with such features as  
block list filtering, Intrusion Prevention System (IPS), 
content filtering, reputation-based URL filtering. 

  X X 

Disallow non-authorized devices on the organization's 
network (e.g., BYOD, rogue routers).  

  X X 

Where possible, implement cloud technology 
including hybrid solutions for anytime, anywhere 
access with appropriate credentials, access rules, and 
enhanced security. Examples include Google Docs and 
Microsoft Office 365. 

  X X 

Partitioning (segmenting) the network into multiple 
subnetworks and enforcing rules for communication 
between them. 

  X X 

Penetration testing and vulnerability scans.   X X 

Multi-tiered incremental backup topology for both 
application and data not accessible by network shares 
or end users (i.e., ensure data integrity from 
overwrites of bad data).  For additional information 
on backup and preservation, read PRIA’s paper on 
Electronic Records Preservation. 

  X X 

Ongoing phishing and malware awareness training for 
everyone in the organization. Create a phishing email 
address for reporting potential threats to Help Desk. 

  X X 

Use encryption where applicable including backups, 
databases, hardware, servers, laptops and mobile 
devices. 

  X X 

     

M
A

T
U

R
E 

Further, enhance firewall protection with more 
advanced features such as application security 
monitoring. Allow list filtering, advanced IPS 
configurations, DNS Sinkhole. 

    X 

Tiered rules for network access (e.g., user, supervisor, 
manager, director, admin, super admin). Examples 
include: 1) Users do not have administrator rights to 
their PC; 2) System administrators use alternate logon 
when doing admin work. 

    X 

  
Service 

Basic 
Level 

Advanced 
Level  

Mature 
Level  

https://member.pria.us/files/resource_library_files/Archival_Backup_and_Disaster_Recovery/Preservation_FINAL_Style_02_12_2019.pdf


 

Service 
Basic 
Level 

Advanced 
Level 

Mature 
Level 

Endpoint Protection (EPP) or Endpoint Detection and 
Response (EDR).  

    X 

Network monitoring software to confirm that 
network activity is within accepted norms (e.g., 
SolarWinds, Spiceworks). 

    X 

Security Information and Event Management (SIEM).     X 

Backups that are stored in a way that requires time 
and processes to affect those backups (e.g., offsite 
storage of backup media with third party for 
retention, using a cloud backup provider that 
disallows the change or deletion of backups, off-
premise application and data hosting). 

    X 

 

Cybersecurity Insurance 

Consider obtaining cybersecurity insurance for the organization. Cybersecurity insurance allows 

the organization to mitigate losses from most of cyber incidents. The incidents do not have to 

be exclusively from ransomware attacks. It could be business interruption and also network 

damage. The organization can and should always review the coverage documentation. 

Acquiring cybersecurity insurance allows an independent organization to review the 

organization’s process and recommends the adoption of different preventative measures that 

were not previously implemented.  

If the organization applies for cybersecurity insurance, be prepared to answer in-depth 

questions about your staff training, system protections, and system security maturity. 

 

Incident Response 
The capability to respond quickly is necessary for ransomware or other cybersecurity threats. A 

quick response allows the organization to minimize damage and restore services promptly.  The 

response needs to be systematic and quick.  Extensive planning is required to create an 

effective Computer Security Incident Response (CSIR) plan.  Here are a few recommendations: 

1. Create or update your CSIR plan and establish a Computer Security Incident Response 

Team (CSIRT).  

2. Create procedures for incident handling and reporting. 

3. Establish lines of communication between response teams both internal and external. 

4. Determine what services the incident response team should provide. 

When an incident occurs, make sure you:  

1. Follow the CSIR plan. 



 

2. Record all actions taken. 

3. Preserve the forensic evidence. 

4. Isolate all impacted systems. 

5. Communicate with leadership and ask for help, if necessary. Most organizations cannot 

handle a full on cybersecurity incident by themselves. There also might be a legal 

obligation to report the incident depending on the organization. 

6. Investigate the incident.  

7. Identify the scope/impact of the incident. 

  



 

Restoration and Recovery 
Every government and business organization’s disaster recovery plan should address the unique 

aspects of restoration and recovery of a ransomware/cybersecurity attack. For the property 

records industry, external organizations may not completely understand and appreciate the 

operation, obligations, and role in establishing and maintaining the land records that support 

the transfer of real property.  The need to have these records available, on demand, even 

during a ransomware/cybersecurity incident requires additional consideration and planning. 

 

Have a conversation with your IT professionals to provide them with awareness and education 

about your business, the rules/regulations you follow, and the commitments you have to your 

customers. 

  

Planning to protect these essential records from a cybersecurity attack and providing full 

recovery is complicated and costly but necessary. 

 

The following questions need to be answered during the restoration and recovery phase of a 

cybersecurity/ransomware incident. 

 

1. Do you pay the ransom? 

2. If you do not pay the ransom, do you try to remove the ransomware or rebuild the 

systems? 

3. Are there lessons to be learned to minimize future risk? 

4. Could implementation of different security and technical controls prevent a future 

incident? 

5. What additional risk-based cybersecurity investments is your organization prepared to 

make? 

To answer these questions, an enterprise-wide risk assessment should be completed. 

  



 

Service Level Agreements 
Organizations should have Service Level Agreements (SLA) with their hardware and software 

providers.  For more in-depth information about what an SLA should contain, click here. 

  

https://member.pria.us/files/resource_library_files/Business_Processes_and_Procedures/PRIA_SLA_05_07_2021_CLEAN.pdf


 

Cloud Solutions 
Cloud services play an ever-growing role in today’s computing environment. There are many 

types of cloud-based solutions. Many organizations have found cost-effective benefits when 

using a cloud-based service for infrastructure, backups, and even cloud-based applications. As 

with all technologies, improper configurations can lead to increased vulnerabilities to the 

organization, which can compromise the protection in place to prevent cybersecurity incidents. 

There have been cybersecurity incidents where a threat actor exploits a relationship between 

the organization and a cloud service provider.  

 

Benefits of using cloud- based services: 

 Offer a good option for backup storage service, as they are physically isolated from the local 

network and provide additional protection when configured correctly. 

 Ensure a logical separation (of both hardware and software) between the local 

infrastructure and cloud infrastructure.  

 Offer multiple locations in which to store data for disaster recovery benefits. 

 Implement scalability of services for the need of the organization. 

 Allow you to work off-site for business continuity needs. 

 Provide anywhere, anytime access to be able to work off-site for business continuity 

through purchase of redundant internet connectivity resources. 

When properly configured, cloud-based services ensure the implementation of System Security 

Maturity Model Concepts.   
 

Risks of using cloud based services 

Despite the many benefits and protections offered by cloud services, many of the same risks 

that are present in a local network need to be addressed in a cloud environment. Recent high-

profile incidents have shown that more cyberattacks are targeting cloud environments. In these 

scenarios, hackers have taken advantage of gaps in protection, unclear team responsibilities, 

and cloud security knowledge.  A cloud solution may be as vulnerable as a local network if the 

cloud service is not properly configured. Appropriate data protections must be in place. Any 

concerns identified with local area networks should be reviewed with prospective cloud service 

vendors to mitigate these issues. 

  



 

Real World Examples  
Here are the consequences considered by a county with population of 177,000, which was shut 

down by a ransomware attack.  

 

In February 2017, all of this county's government offices were completely shut down, including 

the police force, by ransomware until they paid in bitcoin. 

 

The county's offices remained open, but employees didn't have access to telephones or the 

internet.  Even 911 dispatch workers operated without phones or computers. 

 

The table below shows how the county evaluated the impact to determine whether to pay the 

ransom or undertake the recovery themselves. 

 

 

Pay the Ransom Don’t Pay the Ransom 

Roughly $28K Roughly $275K 

Bitcoin Down time; loss of productivity 

No guarantee you won’t be hit again Had the backups to restore 

Hackers often keep a backdoor key Able to put in place manual systems in 
several departments 

Additional cost for upgrades and defenses Many upgrades and defenses already in the 
budget 

No guarantee that all files will be returned  

 

A second jurisdiction’s attack was quite different.  In March 2020, this county’s government was 

shut down because of a cyberattack.  The malware had resided in the county’s computer 

system since the previous December but was not deployed until March.  The county 

implemented its COOP Plan (Continuation of Operational Procedures).  It was not clear whether 

there was a complete and accurate backup that could be used to restore the system and files.    

Calls were made to the county’s LRMS, disaster recovery, imaging, and grab-and-go kit vendor.  

Grab-and-go kits were assembled including a laptop, receipt and label printers, scanner, mobile 

printer, APC backup, and data networking hardware. 

Once up and running, the county: 

 Upgraded server Operating Systems to the latest version  

 Applied system configurations to servers, laptops, and desktops 

 Implemented a firewall between the county and key business partners 

  Implemented Multi-Factor Authentication (MFA) for privileged users 

 Initiated Microsoft Office 365 

 Established VPN access. 

 Implemented third-party 24/7/365 security monitoring 

 Limited user access  across the enterprise 



 

 Established multi-instances of core services (local and cloud) 

Revised the county’s Disaster Recovery Plan. All of this was happening in the midst of a global 

pandemic with strict distancing standards and limited office personnel in place. 

Servers were rebuilt, which took three weeks, and the office was again using its software 

solution on April 1, 2020.   

In hindsight, this county learned that each of these lessons was essential.  Every jurisdiction 

would benefit from implementing these lessons learned.  

  



 

Conclusion 
Ransomware is a growing, evolving, and an increasingly sophisticated threat to every business 

and government organization.  While it costs time and money to establish procedures and 

protections, these upfront costs are much less than those needed when, not if, a ransomware 

attack occurs.  In order to protect all records, the record keepers need to have frank and in 

depth conversations with the IT staff.  The IT staff needs both financial support to protect the 

records and management support to implement many of the protections, which may create 

some “inconveniences.”  Line staff may balk at the extra steps needed, but regular testing and 

alerting software is critical. 

Do not delay; start evaluating and evolving your organization’s recognition of ransomware’s 

ferocity and your protection measures today.  It cannot be overemphasized:  your organization 

needs to be constantly vigilant and prepared.    



 

Definitions 
 

Allow list filtering - an access control mechanism that denies everyone access, except for the members 

of the allow list.  

   

Block list filtering - an access control mechanism that allows everyone access, except for the members 

of the block list (i.e., list of denied accesses). Inappropriate content can be filtered by identifying specific 

websites or by filtering content (e.g., gambling, terrorist sites, pornography). 

 

Domain Name - an easily memorized name for a website or other service on the Internet. 

   

DNS (Domain Name System) - the structure that routes data traffic over the Internet or a private 

network using a numeric IP address, which identifies the associated endpoint on the network. In part, 

this routing is accomplished by translating readily memorized Domain Names to the associated IP 

address. 

 

DNS Sinkhole - A sinkhole is a DNS provider that supplies systems looking for DNS information with false 

results, allowing an attacker to redirect a system to a potentially malicious destination.  

 

Endpoint - a computing device that communicates back and forth with other devices connected to a 

private network or the Internet. Examples include servers, personal computers, mobile devices, or any 

other device with network connectivity. 

 

EDR (Endpoint Detection and Response) – an integrated endpoint security solution combining real-time 

continuous monitoring and rules-based automated responses.   

   

EPP (Endpoint Protection) - software that protects a network by ensuring compliance of endpoints, such 

as desktops, laptops or mobile devices, that connect to the network, to prevent installation and 

propagation of malware (e.g., SolarWinds, Carbon Black, firewall add-on). 

    

IP (Internet Protocol) - A set of rules governing the format of data set over the internet or other 

network. 

 

IPA (Intrusion Protection System) - a network security threat prevention tool that examines network 

traffic to identify malicious activity, record and report detected threats, and take preventative action to 

prevent vulnerability exploits. IPS can be a standalone product or a feature with most firewall systems 

(e.g., Barracuda, CheckPoint, Cisco, McAfee, Palo Alto, Trend Micro). 

   

Malware - software designed to disrupt, damage, or gain unauthorized access to a computer system. 

Malware is a general term that covers different types of threats including viruses, spyware, worms, 

trojans, rootkits, ransomware, etc. 

 

MFA (Multi-factor Authentication) - verify users' identity by requiring multiple credentials (e.g., sending 

an authorization code as a text message).    

  

    

  



 
    

Ransomware - malicious software that prevents or limits users from accessing their system and data by 

encrypting the system’s screen or files until a ransom is paid. 

    

SIEM (Security Information and Event Management) - software that collects event logs from various 

sources such as firewalls, servers, domain controllers and anti-virus software, and then identifies, 

categorizes and analyzes the events in order to take appropriate action. Examples of software products 

include LogRhythm, QRadar and Splunk.     

  



 

Resources 
For a list of ransomware resources, click here. 

 

For a list of Service Level Agreement (SLA) considerations, click here. 

 

 

https://member.pria.us/files/resource_library_files/Business_Processes_and_Procedures/Resources_-_Ransomware_Work_Project_UPDATED_01_25_2021.pdf
https://member.pria.us/files/resource_library_files/Business_Processes_and_Procedures/PRIA_SLA_05_07_2021_CLEAN.pdf
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Copyright Notice, License, Disclaimer 
For  

PRIA Completed Work Product 
  

July 2021 
 

A. COPYRIGHT NOTICE: Copyright © 2021 – Property Records Industry Association (“PRIA”).  All rights 

reserved. 

 

B.  LICENSE:  This completed PRIA work product document (the “Completed Work”) is made available by 

PRIA to members and the general public for review, evaluation and comment only.  This document is 

under development and not a final version.  

PRIA grants any user (“Licensee”) of the Completed Work a worldwide, royalty-free, non-exclusive license 

(“License”) to reproduce the Completed Work in copies, and to use the Completed Work and all such 

reproductions solely for purposes of reviewing, evaluating and commenting upon the Completed Work.  

NO OTHER RIGHTS ARE GRANTED UNDER THIS LICENSE AND ALL OTHER RIGHTS ARE EXPRESSLY RESERVED 

TO PRIA.  Without limiting the generality of the foregoing, PRIA does not grant any right to: (i) prepare 

proprietary derivative works based upon the Completed Work, (ii) distribute copies of the Incomplete 

Work to the public by sale or other transfer of ownership, or (iii) display the Completed Work publicly. 

Comments on the Completed Work must be sent to PRIA.  

Any reproduction of the Completed Work shall reproduce verbatim the above copyright notice, the entire 

text of this License and the entire disclaimer below under the following header: 

This document includes Completed Works developed by PRIA and some of its contributors, subject to 

PRIA License. “PRIA” is a trade name of the “Property Records Industry Association.”  No reference to 

PRIA or any of its trademarks by Licensee shall imply endorsement of Licensee's activities and products. 

C. DISCLAIMER:  THIS COMPLETED WORK IS PROVIDED "AS IS.” PRIA AND THE AUTHORS OF THIS 

INCOMPLETE WORK MAKE NO REPRESENTATIONS OR WARRANTIES (i) EXPRESS OR IMPLIED, 

INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 

PURPOSE, TITLE OR NON-INFRINGEMENT; (ii) THAT THE CONTENTS OF SUCH COMPLETED WORK ARE 

FREE FROM ERROR OR SUITABLE FOR ANY PURPOSE; AND, (iii) THAT IMPLEMENTATION OF SUCH 

CONTENTS WILL NOT INFRINGE ANY THIRD-PARTY PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER 

RIGHTS.  IN NO EVENT WILL PRIA OR ANY AUTHOR OF THIS COMPLETED WORK BE LIABLE TO ANY 

PARTY FOR ANY DIRECT, INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES FOR ANY USE OF THIS 

COMPLETED WORK, INCLUDING, WITHOUT LIMITATION, ANY LOST PROFITS, BUSINESS INTERRUPTION, 

LOSS OF PROGRAMS OR OTHER DATA ON ANY INFORMATION HANDLING SYSTEM OR OTHERWISE, 

EVEN IF PRIA OR THE AUTHORS OR ANY STANDARD-SETTING BODY CONTRIBUTORS TO THIS 

COMPLETED WORK ARE EXPRESSLY ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
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Writing a Service Level Agreement (SLA) 
A service level agreement is a contract between a service provider and a client. Particular aspects of the 

service – quality, availability, responsibilities – are agreed upon between the service provider and the 

service user.1 To create a solid SLA centered on backup and restoration (not circuits or software hosting), 

questions need to be answered and incorporated into your contract. 

 

1. Know what needs to be measured and why.   
Quality, speed, availability, capacity, reliability, efficiency, effectiveness, timeliness, and user-
friendliness are all things to measure in an SLA. These capabilities help boost customer service 
and satisfaction, but exactly what is being measured and how needs to be decided before 
creating an SLA. Make sure there is strong relation between what is valued and what service(s) 
are offered. 
 

2. Know exactly what each Service Level measures. 
If the exact measure of a component of an SLA is unknown, there will be gaps that providers can 
manipulate and exploit.  Define clear standards that measure each service level and provide a 
formula for calculating the end results (if possible; such a goal is very easy to state but very hard 
to do).  Service levels that cannot be measured may lead to operational deficiencies.  Make sure 
to define specific methods for measuring each key service level.  Things to remember when 
defining methods are accuracy, cost, and visibility. 
 

3. Know the duration of the measurement period. 
Specify timeframes in which provider performance is measured, e.g., monthly, quarterly.  A short 
time period gives the provider a chance at more fresh starts. 
  

4. What reports will the provider produce? 
Know what reports will be given, by whom and to whom, to determine if the provider is meeting 
service level measurements. 
 

5. What adjustments will be made if performance levels are not met? 
Identify what adjustments will be made to the service agreement during its defined scope.  For 
example, if the provider is to achieve 80 percent satisfaction rating in year one and then 90 
percent in years two and three, what happens if those benchmarks are not met?  Adjustments 
help ensure the provider keeps improving service. 
 

6. What credits are provided in the agreement? 
Determine what financial credits will be provided in the event the provider fails to meet service 
level objectives. 

  

                                                             
1 Wikipedia 



 

 

Writing an SLA for a Managed Service Provider (MSP) or a Cloud Service 

Provider (CSP) 
 
High-profile incidents indicate more cyberattacks are targeting cloud environments. In these 
scenarios, hackers have taken advantage of gaps in protection, shared and conflicting 
responsibilities, and insufficient cloud security knowledge. 
 

 Misconfigured storage services in 93 percent of cloud deployments have contributed to more 
than 200 breaches over the past two years (add years?), exposing more than 30 billion 
records. 

 

 Of the cloud deployments analyzed, 91 percent had at least one major exposure that left a 
security group wide open while in 50 percent unprotected credentials were stored in 
container configuration files which is significant because 84 percent of organizations use 
containers. 

 

 Six percent of cloud-security risks are being addressed by automated technology, the report 
found. And, hardcoded keys are present in 72 percent of deploymentsi. 

 
Thus, if you are creating an MSP or a CSP, there are additional questions to consider.  Some of these 
questions could also be answered when defining an SLA.2 
 

1. Is the service reliable? 

The obvious answer from an MSP is going to be a resounding “yes!”  Ask for references from 

businesses or groups that are of a size and business model similar to your organization.  The 

responses and feedback could be useful in establishing an SLA with an MSP.  Does the provider 

have existing predefined service levels, e.g., 99.9 percent is promised availability but 96 to 98 

percent is a 25 percent refund of the monthly cost and 95 percent and less is a 75 percent 

refund. 

 

2. Does the CSP have its own data center? 

CSPs offering data backup and disaster recovery should take the security of the physical building 
housing its data center seriously. Does the provider have their own data center or are they 
renting space in another data center? What security measures are in place if there are hardware 
or electrical failures? Is the data backed up both locally in the data center and in the cloud?  
Some providers may also provide an on premise appliance, giving three potential storage 
locations.  Is all of the data being kept within the US or is it being stored offshore in other 
countries?  
 

3. What backup options are offered by the MSP? 

                                                             
2 https://www.scmagazine.com/featured/cloud-misconfigurations-contributed-to-more-than-200-
breaches/#:~:text=Misconfigured%20storage%20services%20in%2093%20percent%20of%20cloud,likely%20to%20increase%
20in%20both%20velocity%20and%20scale 

https://www.scmagazine.com/featured/cloud-misconfigurations-contributed-to-more-than-200-breaches/#:~:text=Misconfigured%20storage%20services%20in%2093%20percent%20of%20cloud,likely%20to%20increase%20in%20both%20velocity%20and%20scale
https://www.scmagazine.com/featured/cloud-misconfigurations-contributed-to-more-than-200-breaches/#:~:text=Misconfigured%20storage%20services%20in%2093%20percent%20of%20cloud,likely%20to%20increase%20in%20both%20velocity%20and%20scale
https://www.scmagazine.com/featured/cloud-misconfigurations-contributed-to-more-than-200-breaches/#:~:text=Misconfigured%20storage%20services%20in%2093%20percent%20of%20cloud,likely%20to%20increase%20in%20both%20velocity%20and%20scale


 

 

To ensure business continuity after any disaster, make sure the MSP has both on-site and cloud-
based backup options. If something happens to the data physically stored in the data center, it 
can be accessed from the cloud-based storage and operate business-as-usual within moments of 
data loss.   
 

4. What is included in the price? 

Most cloud-based data backup and disaster recovery providers have a subscription-pricing model 
with clients paying a monthly or annual fee for services. Asking about the fee/subscription 
service early on is the best way to protect the organization from hidden fees.  
 

 Have a clear idea of what is truly needed because MSPs can differ on how they provide 
services.  Some have all-encompassing suites and others offer services á la carte.   

 Lay out what is needed from a provider and have the provider clarify the charges.  

 Don’t accept one lump sum; insist they provide detailed line item costs.  

 Find out if they put limits on services, e.g., the number of times a week the help desk can 
be called, the number of devices covered, amount of data.  

  
The object is to avoid surprise fees at the end of the month. 
 

5. What is the cost-per-megabyte of storage? 
Evaluate requirements for storage and then determine what you need. Different tiers of storage, 
transfer speeds and quality of service come with different price tags.  If the price is the same no 
matter what tier of storage is used, demand it all stay on the fastest tier so restoration comes 
back faster. Expect the provider to offer different options at different prices. 
 

6. How fast can data be recovered? 

Some providers can get an organization back up and running within a few hours, some need a 
few days and some need weeks. This is dependent on the transfer rates to and from the cloud 
service. Restoring data (download speed) is typically more expensive than storing data (upload 
speed). How long can the organization operate without access to its data? The recovery solution 
will be built on this answer. The cost to recover data is reflected in the amount of data and the 
speed to recover. The organization needs to do a cost-benefit analysis to optimize both.  Also ask 
what credits are provided if they fail to meet the restoration deadline. 
 

7. What happens if data does not come back? 
Online backup services have technological and human errors just like any organization’s 
environment. Something can go wrong that keeps the organization from getting all or some of its 
data back.  Determine who is responsible for managing the storage of your data. If the data 
cannot be restored and the organization is fined, who is responsible for the fine?  Who is 
accountable in the event of a legal action?  Is there insurance to cover this situation? These 
issues must be addressed in the agreement. 
 

8. What happens when the infrastructure goes down? 
When looking at an MSP, find a provider that is prepared for disaster.  The MSP should be able to 
describe how its disaster recovery plan (DRP), including the Recovery Point Objective (RPO) and 



 

 

Recovery Time Objective (RTO), will meet your organization’s requirements.  They should either 
have a recovery policy in place, or work with the organization to create a customizable plan. 
 

9. What security measures are in place? 

This question might not seem to be important at first glance, but it is.  Just because the providers 
are offering a service does not mean they are experts or do everything right. Find out what 
security measures they’ll take to keep the organization’s data safe daily – including firewalls, 
anti-virus, and responses to threats.  Find out if the organization’s data is encrypted in transit and 
at rest. Does the provider follow industry best practices and standards?  Can they provide reports 
for auditing purposes? 
 
Suggested areas to cover: 

 Describe your formal patch management policy and protocol. 
Patches for all tools and systems used by the MSP should be applied in a timely manner 
for MSP internal operations, as well as to manage the organization’s systems. 

 Does the MSP use multi-factor authentication (MFA) for all administrator access to the 
organization’s systems?   
This one measure alone could have stopped the vast majority of ransomware attacks on 
MSP clients’ systems. 

 Does the MSP require use of a VPN to connect to the organization’s systems? 
Each VPN should require MFA to establish the connection, and have a separate login (no 
shared credentials among clients) so a compromise of one client does not expose all of 
the others. 

 Does the MSP require cybersecurity training for all staff? 
Successful phishing attacks on MSP personnel have figured in some reported incidents. 

 What is the MSP’s password policy? 
Strong passwords, regular changes and prohibitions against re-use are basic security.  
Some MSPs cut corners to make administering large numbers of clients easier. 

 If the organization’s MSP service includes backing up systems, are those backups stored 
offline?  
Regular, up-to-date backups are the best fail-safe protection against ransomware.  They 
are ineffective if the ransomware is able to reach and encrypt the backup. 

 Is the MSP’s network monitored for security 24/7?  
Proactive monitoring can spot a trespasser before the intruder can execute criminal 
intentions. 

 Does the MSP have regular penetration tests on its network?  
The MSP should undergo regular penetration testing to confirm the integrity of its 
security. 

 

10. Does the MSP solution backup metadata, not just the files? 

Choose a solution that backs up the organization’s metadata.  Metadata is essential to restore 

data to its original state with minimal headaches.  It is a rewind solution:  the organization can 

rewind its network and computers right back to the way they were before the data loss event 

occurred. 

 



 

 

11. When data reaches its retention limit or it is time for the data to be deleted, is it gone from 

every backup and storage location? 

Proving data exists is the easy part. Proving it has been removed from every possible backup and 

storage location is more difficult.  Find out how the MSP can prove the data is gone when it hits 

your organization’s end-of-life policy point. 

 

12. What are the steps needed to recreate the organization’s data at another site in the event of a 

disaster that renders the organization’s data servers and storage unusable? 

Backups that cannot be restored are useless. Both the MSP and the organization should conduct 

periodic tests to restore data from backups to ensure the systems are working properly.   

 

13. Does the provider compress and de-duplicate data to keep the cost-per-megabyte of storage 

down? 

If the MSP or CSP provider online backup service charges for storage usage, backs up 50 GB of 

data, but is then compressing it and deduping it down to 5 GB, does the organization pay for 50 

GB or 5 GB? Some services charge by the amount of data they pull from, and send back to the 

organization’s site. In this case, figure out how to reduce the data being backed up so the 

organization isn’t paying more because 50 copies of the same file keep getting backed up. 

 

14. What sort of data format conversion does the provider do? 

Applications change over time. If retention policies demand data can never be destroyed or must 

be kept for 10 years or more, how does the organization get its data back if it was written in an 

older application or format that is no longer standard? 

 

15. How can online backup service providers be changed? 

If the organization wants to switch providers, what happens to the data currently stored with the 

provider? What documentation is provided to show erasure of all data once the organization 

leaves?  Make sure there is an exit strategy in the event a better service sometime down the 

road is found or if your provider goes out of business. 

 

16. What are the data ownership terms? 
Perhaps the answer seems obvious: “You own your data.” It is a crucial fact to know, especially 

for entities that deal with other people’s personal data.  Ask the MSP “what happens to the 

organization’s data if it leaves your company?”   If they try avoiding or deflecting this question, 

that should be a red flag.  There should be no uncertain terms about who data belongs to at the 

end of the day, including metadata.  Also ask if the MSP is planning to collect any behavioral 

data and, if so, what they plan to do with it.  An MSP may collect this type of data in order to 

improve their services but some MSPs may sell it.  Remember, it was found out that Facebook 

was selling personal information in 2018.  They are not the only company that resells data.  It is 

doubtful that the organization wants an MSP selling data harvested from it.  The main point is 

that data is precious and the organization must know what an MSP plans to do with it before 

handing it over. 

 



 

 

17. What sort of secure media destruction is practiced? 
This issue should be of paramount importance.  Consider and ask about a situation in which a 
disk in the MSP’s online array that holds some of the organization’s data fails and the service 
technician for your MSP comes and swaps out the disk, then leaves with the broken one.  Broken 
disk or not, the organization’s data is now out of the hands of the backup provider and where it 
ends up, who knows?  If the backup provider backs up to tape, then after a certain period of time 
retires the media and sells it back to their media vendor to be refurbished and resold, the 
organization’s data may very well end up in the hands of someone else.  Make sure you know 
their policy not just at their data center, but anywhere else the organization’s data might be 
stored. 
 

Summary 
In summary, writing an SLA takes time and thought.  Organizations need to consider many issues and be 

satisfied with responses to the questions before a contract is executed.  

 

                                                             



Board Consideration – July 21, 2021: 

 

1. Strategic Planning 

Background 

Because of the COVID-19 pandemic, the board has not met for in-person strategic planning since 

April 2019.  Four virtual planning meets were held between July and December 2020, during 

which the board engaged in robust discussion of existing issues and challenges but did little to 

plan for the future. 

 

The board has generally agreed that in-person planning meetings are more productive than their 

virtual counterparts and decided to proceed with planning an in-person, two-day meeting in late 

fall.  Staff polled board members, committee co-chairs and members of COA to determine their 

availability to attend an in-person meeting.  Those indicating they would attend an in-person 

meeting were predominantly from the business sector with only three from government 

indicating they would definitely attend. 

 

The officers discussed this disproportionate situation during their regular monthly call and offer a 

new proposal. 

 

Recommendations: 

Although not the ideal format for a strategic planning meeting, under the current budget 

constraints, the officers recommend the planning meeting be scheduled immediately prior 

(Sunday and Monday, February 13-14) to the start of the 2022 Winter Symposium at the 

Renaissance in downtown Phoenix.  This format would eliminate the need for funding for a 

stand-alone meeting requiring additional travel cost and days away from the office. 

 

Action 

Board approval. 

 

2. Management Hours 

Background 

In March 2021, the board approved an additional 250 hours to the management agreement to 

provide adequate staff time through the end of the 2020-21 fiscal year (July 31, 2021).  

Reviewing the status of staff time expended through June 30, 2021 (see June Management 

Report) clearly indicates that with only 160 hours remaining for the month of July, additional 

hours are needed to complete the deliverables for July.   

 

Management hours for the IMI Association Executives PRIA staff team are determined during the 

budget cycle (in this case that was May 2020) and are based on a projection predicated on 

previous years’ history and potential projects for the upcoming year.  Throughout the course of a 



fiscal year, the workflow can change based on the number of committees and work groups 

meeting during a given year, the requirements for conferences and webinars and other 

unpredictable staff time commitments. 

 

Although staff hours in May were slightly lower than budgeted, June consumed more than the 

predicted number of hours leaving only 160 hours, based on management fees contracted, for 

the month of July.  For the month of July, I would anticipate the need for an additional 150 hours.   

 

Recommendation 

 Purchase a bucket of 200 hours now @ $53/hour ($10,600).  Linda Owens, president of IMI, 

has agreed to the discounted rate of $53/hour rather than $65/hour for “overage” of hours 

calculated at year-end.   

 

There is a projected $70,000 in net revenue for 2020-21, so purchasing more hours than 

likely will be needed is financial doable, and unused hours will be carried forward to 2021-22. 

 

Action 

Board decision. 

 

3. 2021-22 Budget Proposal 

Background 

There are several line items that are affecting the negative bottom line for which commentary is 

provided below. 

 

Revenue 

1. Membership Dues revenue is affected by the loss of one Platinum Level business member of 

which we are aware at the current time.  As expected, with both MERS and Simplifile now 

part of ICE Mortgage Technology, there will be only one dues renewal for 2021-22.  

Fortunately, the renewal is at the President’s Circle level; however, that results in the loss of 

one Platinum Level member ($6,000). 

2. Annual Conference registration fees and sponsorships will both be lower than previous in-

person conferences, the results of COVID.  Anecdotally, sponsors are hesitant to spend large 

dollars when the attendance is expected to be lower than that to which they had become 

accustomed. 

3. Winter Symposium registration fees and sponsorships should start to tick up as people 

become more willing to travel and sponsors recognize the increased attendance equates to 

increased exposure; however, the cost of hosting a meeting at a Renaissance Hotel (think 

Austin) is historically higher than other hotel brands. 

 

 

 



Expenses 

1. The largest budget expense is for G&A, with the Management Fees consuming a significant 

percentage of this expense category.  Management hours are proposed at 3,390 for FY 2021-

22.  Projected staff hours for FY 2020-21 are 3,369, including the additional purchase of 250 

staff hours in April 2021. 

 

In FY 2020-21, 3,000 staff hours were budgeted with 84 hours carried over from previous 

year for a total of 3,084 hours.  An additional 250 hours were purchased in April 2021, 

bringing the total hours for 2020-21 to 3,334 hours so there is a possible 35 hours to be billed 

at year-end. 

 

Staff hours could be reduced back to 2020-21 originally budgeted hours (3,084 hours 

equating to $166,227) and then additional hours purchased as the budget allows. 

2. Annual Conference expenses are projected to exceed revenue.  This, along with the projected 

net revenue for the Winter Symposium are significant factors affecting the projected budget. 

 

The 2020 Annual Virtual Conference netted a $27,022 profit.  The 2019 Annual (in-person) 

conference netted a $37,504 profit.  The current projection for the 2021 Annual Conference 

(both virtual ad in-person) is a $5,419 loss. 

3. The Winter Symposium is projected to yield a modest profit of $4,571, assuming registrations 

and sponsorships pick up, as projected.  Compare that to the 2021 Virtual Winter Symposium 

net revenue of $27,479.  The 2020 Winter Symposium (pre-COVID) netted $7,349. 

 

   
 

Recommendation: 

The 2021-22 Budget Committee recommends approving the budget, as presented. 

 

Action 

Board approval. 

 

 

 

2017 Annual 2018 Winter 2018 Annual 2019 Winter 2019 Annual 2020 Winter 2020 Annual (V) 2021 Winter (V)

Revenue 137,078.00 151,254.00 117,355.00 97,965.00 135,327.00 136,898.00 29,434.00 37,024.00

Expense 109,209.00 124,943.00 90,470.00 90,777.00 97,823.00 129,548.55 2,412.00 9,545.00

Net Profit/Loss 27,869.00 26,311.00 26,885.00 7,188.00 37,504.00 7,349.45 27,022.00 27,479.00

FY 2018-19 FY 2019-20 FY 2020-21FY 2017-18



 

 

 
 

July 13, 2021 

 

To: Gerald Smith, secretary 

 

From: 2021 Nominating Committee 

Jerry Lewallen 

Marc Aronson  

Charlie Epperson 

Carol Foglesong 

Mark Ladd 

Steve McDonald 

Kelly Romeo 

Diane Swoboda Peterson 

 

Re.: Certification of Board Candidates for 2021 elections 

 

In accordance with the bylaws of the Property Records Industry Association, the above named 

members of the 2021 Nominating Committee do hereby certify the following candidates to stand for 

election to the Board of Directors for two-year terms beginning in August 2021 and expiring in August 

2023: 

 

Government Recorder Candidates (three positions open) 

Sharon Blount-Baker, Crawford Co., AR (1st term) 

Teresa Kiel, Guadalupe Co., TX (1st term) 

Sharon Martin, Washington Co., WI (2nd term) 

 

Business Candidates (three positions open) 

Brian Ernissee, NTC (2nd term) 

Penny Reed, Wells Fargo (3rd term) 

Dan Shmukler, Harris Recording Solutions (2nd term) 

 

At-large Candidate (one position open) 

Gerald Smith, St. Louis Co., MO (2nd term) 

 

The secretary of the corporation is responsible for reporting this list of candidates to the voting 

membership and the Board of Directors no later than 30 days before the Annual Membership Meeting, 



 

 

which is scheduled for September 1 2021.  I will follow-up with notice to the membership and Board of 

Directors under your signature. 

 

 



Board Deliverables

Board Meeting Date Action Identified By Whom By When Date Completed Status

24-Feb-20

Consider PRIA certification program Board Strategic Planning 10-Nov-20 Pending outline from PRIA staff

16-Dec-20

Determine need for in-person strategic planning 

meeting in 2021

Board of 

Directors 1-Mar-21
On-hold until June board 

meeting.

20-Jan-21

Follow up on cybersecurity liability insurance Staff to initiate 30-Jan-21

Application sent to agent; 

waiting on proposal.  Agent left 

company so starting again.

16-Jun-21

Send Automated Redaction Technology Paper to 

style Staff to initiate 25-Jun-21 16-Jul-21 Posted to Resource Library

Consider dates and location for strategic planning 

meeting Staff to initiate 21-Jul-21

Seek co-chairs for new indexing work project Staff to initiate 30-Jun-21
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